


Epyaotnplo

A. Tpayte MPOypappa LE TNV Xprion openss| crypto
EVTOAEC




1. payte €va amAo poypappa ov Ba ektuttwoel "HELLO world!" kat petayAwttioTe T0o pE
NV akOAoudn ypopur} EVToAwvY

* Write a simple program that will print “HELLO world!” and compile it with the following command line
* ./gcc—Wall first.c —lcrypto —o first

* In your program add the following libraries
* #include <stdio.h>

* #include <openssl/evp.h>
* #include <openssl/aes.h>

* #include <openssl/err.h>
* #include <string.h>

2. int main(int arc, char *argv(])
* {printf (“Hello WORLD\n"); return 1;




ApylKoTioinon

int main(int arc, char *argv(])

* {
* OpenSSL_add_all_algorithms(); //load all cipher algorithms
ERR_load_crypto_strings(); //load human readable errors

* //the above two lines are needed for initialization and to be able to use the
libcrypto library




KAnon
2UVAPTNOTN KpuTtoypadnong

* TixpelalOMAOTE YL TN CUVAPTNON KPUTITOYPAPNONS;
* Apxelo eloddou yla tnv kputttoypadnon-plaintext
*  Mrkog Tou aTAOU KELUEVOU
* KAeldl

H kpuTmitoypdadnon amoteAeital amnod ta akdAouBa otddia:

PUOBuLoN TtepLBaAAovTog

ApxLKoTioinon tng Aettoupyiog kputtoypddnong
Mapoxr amAov kelpévou byte yla kputttoypddnon

OAokArjpwon TG AetToupylag KpuTtToypAdNnong



KAnon Encrypt() function pe AES

int main(int arc, char *argv|[])

°

*OpenSSL_add_all_algorithms();

* ERR_load_crypto_strings();
«  /* A 256 bit key */

» static const unsigned char key[] = "01234567890123456789012345678901";
* unsigned char plaintext[] = "CS475 is an awesome course about computer security in the University of Cyprus.";

» /* Buffer to store the ciphertext. The size may be different due to padding. */ unsigned char ciphertext[128];

« /* Buffer for the decrypted text for verifying decryption. */ unsigned char
decryptedtext[128];

* int decryptedtext_len =0, ciphertext_len = 0;




KAnon Encrypt() function pe AES
* /* Encryption. */
eciphertext len = encrypt(plaintext, strlen((char
_*)qulintext)j key, ciphertext); printf("Ciphertext
is:\n");

* BIO dump_fp(stdout, (const char *)ciphertext,
ciphertext_len);

oo}




2UVOPTNON encrypt ECWTEPLKA

int encrypt(unsigned char *plaintext, int plaintext_len, const unsigned char*key, unsigned
char *ciphertext)

 {EVP_CIPHER_CTX *ctx = NULL;

[ * ANULOUPYNOTE KAl APXIKOTIOLGTE TO TEPLBAANOV KL ETILOTPEPEL EVAX SEIKTN yLat
eTITuyia Kot NOEVLKO AALWG */

* intlen =0, ciphertext_len = 0;
. if(!(ctx = EVP_CIPHER_CTX_ new())) handleErrors();
* /*Initialize the encryption operation. */

. if(1 != EVP_Encryptlinit_ex(ctx, EVP_aes 128 ecb(), NULL, key, NULL))
handleErrors();
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Function: encrypt()

/* Initialize the encryption operation. */
if(1 '= EVP_Encryptlnit_ex(ctx, EVP_aes 128 ecb(), NULL, key, NULL))
handleErrors();

it EVP_EncryptInit_ex(EVP_CIPHE kctx gLonst EVP_CIPRER *type,
ENGINE *impl, const unsigned ch¥™ *key, const unsigned char *iv);




Function: EVP_EncryptUpdate

/* Provide the message to be encrypted, and obtain the encrypted output.
* EVP_EncryptUpdate can be called multiple times if necessary*/

int EVP_EncryptUpdate (EVP_CIPHER_CTX *ctx, unsigned char *out,
if(plaintext)

int_*outl, const unsidned chat/jigz/fﬁ; inl);
{ \ ,

if(1 = EVP Encrythpdate(ctx uphertext &len, plaintext, plaintext_len))
handleErrors();
ciphertext_len = len;

}




Function: EVP_EncryptFinal_ex

if(1 != EVP_EncryptFinal_ex(ctx, ciphertext + len, &len))

handleErrors(); | \

ciphertext_len += len;

/'

int EVP_EncryptFinal_ex£&EVP_CIPHER_CTX *ctx, unsigned char *out,

int *outl):

* Encryptfinal_ex encr e final data that is any data that remains in a
partial block.




Function: EVP_CIPHER_CTX free

/* Clean up */
EVP_CIPHER_CTX_ free(ctx);
return ciphertext_len;

}

void EVP_CIPHER_CTX_free(EVP_CIPHER_CTX *ctx);

EVP_CIPHER_CTX_FREE clears all information from a cipher context and free up
any allocated memory associate with it, including ctx itself.




* https://www.dynamsoft.com/codepool/how-to-use-openssl-
generate-rsa-keys-cc.html




RSA kpumttoypadnon Kal
ATIOKPUTITOYpadnoNn.

* Mapoakdtw eivatl To OpenSSL API yia dnuoola kputttoypadnon kot
LOLWTLKT) OTIOKPUTITOYPAPN oM.

int RSA_public_encrypt (int flen, unsigned char * from,

Xwplig umtoypadr] char * to, RSA * rsa, int padding);

int RSA_private_decrypt (int flen, unsigned char * from,
*  Ywpigumoypadr char * to, RSA * rsa, int padding);



RSA kpumttoypadnon Kal
ATIOKPUTITOYpadnoNn.

RSA * createRSA(unsigned char * key,int public){

RSA *rsa= NULL;

BIO *keybio ;

*  keybio = BIO_new_mem_buf(key, -1);
if (keybio==NULL) {

. printf( "Failed to create key BIO");
returno; 1}
«  if(public) {

. rsa = PEM_read_bio_RSA_PUBKEY(keybio, &rsa,NULL, NULL); }
. else {
. rsa = PEM_read_bio_RSAPrivateKey(keybio, &rsa,NULL, NULL); }

. return rsa;}




RSA 5
, ‘
*  Edv Béhete va dnpioupyrioete RSA pe dvopa apxeiou KAELSLOU, UTIOPEITE va XP1|OLUOTIOOETE AUTHV TN AELToupyla
* RSA * createRSAWithFilename(char * filename,int public){
. FILE * fp = fopen(filename,"rb");
«  if(fp==NULL) {
. printf("Unable to open file %s \n",filename);

0 return NULL; }

| RSA *rsa= RSA_new();

. if(public) {

C rsa = PEM_read_RSA_PUBKEY (fp, &rsa,NULL, NULL); }
. else §

C rsa = PEM_read_RSAPrivateKey(fp, &rsa,NULL, NULL); }

J return rsa;}




RSA kpumttoypadnon Kal
ATIOKPUTITOYpadnoNn.

* [a kpuTtoypaAdnon UIOPOULE VA XpNOLUoTIOcoupE padding, TapaKATw Eival n
Alota Twv uttootn pt{opevwy paddings.

» RSA_PKCS1_PADDING . , ,
PKCS # 1 vi1.5 emévduon. AuTr) T OTLyUn ELVAL T) TILO EUPEWG X PT)OLUOTIOLOULLEVT)
)\ELTOLI):PIXLO(.

RSA_PKCS1_OAEP_PADDING ,
EME-OAEP omwg opiletat oto PKCS # 1 v2.0 pe SHA-1, MGF1 Kal pia Kevr)
TIAPAUETPO KWOLKOTIOINONG. AUTI) N AELTOUPYLO CUVIOTATAL YL OAEG TLG VEEG

€ appmﬁf.

RSA_SSLV23_PADDING , , .

PKCS # 1 v1.5 padding pe ElSlKg TpoTioTtoinon SSL mou UTtodNAWVEL OTL O
OLAKOULOT i\stvou LKOVOG Yot SSL3.

RSA_NO_PADDING , , , I
Raw RSA kputttoypadnor). Autr 1) Aettoupyia Bo TIPETEL VA X PN OLUOTIOLELTAL HOVO
yla tnv eda poy%Kgun;oypacbuga nxwv padding otov KWOLKQ E(I)O(pp.OXT]q.
KpuTIToypAadnom 0edopevwy xprjotn amneubeiag pe RSA dev eivat aodpaAnG.




RSA kpumttoypadnon Kal
ATIOKPUTITOYpadnoNn.
* int RSA_public_encrypt(int flen, unsigned char *from,

* unsigned char *to, RSA *rsa, int padding);

int RSA_private_decrypt(int flen, unsigned char *from,

unsigned char *to, RSA *rsa, int padding);



[Tnyeg

 https://www.openssl.org/docs/manl.1.0/crypto/EVP Encryptlnit.ht
ml

* https://wiki.openssl.org/index.php/Libcrypto API

* http://hayageek.com/rsa-encryption-decryption-
openssl-c/#generate
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